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TN A B2 TN F AR R GRS A
Ao AL EFETERG 0§ 2014 EAEBTERE P ZAR 0 402014 &
Mo tFX2d i ix? I3 gRAGR» .%ng. AMEBFLY RPIRE
A 4r 2018 & * B F % BF: > DEFCON 26 § % % % 25 # Android £ % » 4 o\ i
WEFRAL §F X206 BAEBTEELF RO L RAELRS 0K
BEENFAPEBFRY FFR EFAR{ELREE B oI
REBH RIS BT > PP RRE T e ] T HM D ARR S S
EiFrE R > LA Lok H ;ga;%m«\»‘ W o

B 733 @444 B € (National Communications Commission, NCC) % 72 %3 ¥ %gr%
AE A2 % 2 AT 2017 £ 30 22 TR R TE S DRI 04 7 F
AT 2GR EAER AR 00 2017 & 4 0 b RIS g ks e
(Embedded Software on Smartphone Systems, ESS) % % p 1 # B 2 ;R#E&H 4] o Am L 48

hd

FA P FTE R o Bde eSIM FRFE > 5724 B3 eSIM R TAHE A SR S FHRRER S
P NCC »+ 2019 # 7 * £ o p4 @2 £+ 7 1 e .« (Telecom Technology Center, TTC) %
LR 0 AP NS Y o~ eSIM RIIE ~ B AR A Y o F LB BB AR
(Common Vulnerabilities and Exposures, CVE) ~ 7 i3 » sefF g T AR5 520 % 5L p
EERGREP >IN B TUEUATREREIEEFILT L7 AR HREH T -

TAICS TS-0029 v1.0 A &A1+ 4k sup S F 2 4528 (07 f AL AR A0
THEA L AN ST R 2RISR (1] 0 T SRAEAEL L BN
FEARE ~ Ao dp 3l 0 @ 45 Smartphone Secure Development Guidelines[2] ~ Mobile
Security Testing Guide[3] ¥ GSMA SGP25 [4] % » %A~ ()" 425 & ~ (2)i 32 2
B~Q)FE s 2 (DHEME e L 240 > NARFTEANSPBRFEPPLL 22
G A UEE FHRTFE2RATREII AL IP AP EERBRSTES -
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[1] M @44 R ¢ > FEILH fp 2l T2 2R PIFHMRE 12017

[2] European Union Agency for Network and Information Security (ENISA), Smartphone
Secure Development Guidelines : 2017

[3] OWASP, Mobile Security Testing Guide (MSTG): 2018

[4] GSMA, SGP25-Embedded UICC for Consumer Devices Protection Profile Version 1.0 05:

2018

[5] Annex A: Approved Security Functions for FIPS PUB 140-2, Security Requirements for
Cryptographic Modules, 2019
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3.% 2 A
TR TR T EFTIAEE

3.1 4 % (Encryption)

TP FREERT AL 2R RAROTHI TR LD FER D o

3.2 q’?z *» ;% SIM + (Embedded SIM, eSIM)
Fp AT~ S0P fE AT B+ (Bmbedded UICC, eUICC) » UICC 4~ & & ¥ % % 4 #

A g 32T R 2 L e eSIM K T (Profile)(7) ¢

i * f% ¥ T B+ (Universal Integrated Circuit Card » UICC)

4 1 BEETSIFEF T SR 2 %mBica Eaae ¥ o I E -+ (8) o

3.4 eSIM X Z_#% (Profile)

TR RN

% ¥+ (Embedded UICC, eUICC) ¥ ez = % » i i
OTA(Over-the-air)if =5 ™ §4 % 2 F* 3% 24 °

3.5 if 3 i (Port)

HE o C AL RS E R N ERM TR T KB TR EE Bl
K2 B E/ g AL o
3.6 % @ %] F (Session Identification, Session ID)
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3.7 iT33L 3 (Near Field Communication, NFC)

— FAITEEAEGL ¥ ) > 10 2 4 )ihE M PR 0 1 & F (THE 5§ 13.56 MHz » T
B By & BF§id % v ik 424 Kbps e NFC ¢ 7 = 8% » & 9] 5 B4 8L 405\ (Peer-to-Peer
Mode) ~ 3% B 13" (Read/Write Mode) 2 + * it ##-5° (Card Emulation Mode) » # # + 7 #785%
BT RS B R e S R R R Y Y ORI

NPEFES T ART A BRERT Y

3.8 7 W Hieiz 3 ¢t IR F W F (XML External Entity Attack)
;ﬁkyuﬁiﬂ-J@ﬂf@\m&4#%Jurp@“ﬁﬁwﬁyﬁda*’é@“
ﬁﬁUXML%iwéﬁFW¥ﬁ@pw%um?ﬁ?ﬂm %L XML 5% e &8 L
PR R EERIATHR N E o E R~ &P (10) -
3.9 ¥ i¥ 7% (Replay Attack)

- AL > BEEREP LT F TR @%] °

3.10 & % F#l(Personal Data)

e FRARAZEE N2 ET D S RFNE A FESR- R RS - Fk 4y
l‘d’ \-ké.-&]}‘]\ ML\ ?’(—;‘- \B%k'%l:‘: \jf’iﬁfﬁ\ %}%“ \%f‘]\:}ii/é ~ fg%*ﬁﬁ \zggkﬁf:ﬁi\ﬁ}%

SR TR AR AR E B R A T SR B A 2 FRAD

3.11 Az {47 #(Sensitive Data)

fﬁ%%?ﬁ%%*ﬁ5$ﬁ%i%%’é%@%%%%A?#\ﬁﬁﬁ~§%é
oS RTHERY FELAAEET AN LET N RE 2 B R

éi~%@§@ﬁo

H»

LN

3.12 if 7 75 (Password)

- mF AR R FAFERT S LA T B E o 2 P kR T
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3.13 i * X pri(User Agreement)

I RBER LR SRR FERE TRL S TARL, o d R K
Ad kit TR fr i BB R T FRLWHIPERY FF L2 Fm e
3.14 F# % 2 33 B:(Security Vulnerability)

IEREX 2280 RE A BRSNS THRBRE S R FHE T BG R
P o
3.15 ¥ AR 733 &7 E (US National Vulnerabilities Database, NVD )

:}F] # R R R T H# 7 2 (US National Institute of Standards and Technology,
NIST) #& B 73 BET R » f F % LB ERF L FTHRDOFF 2 A7

3.16 ¥ % 33 2.2 /& ¥ (Common Vulnerabilities and Exposures, CVE)

;}Lp FRARZ = %K;EEM 2_ 33 Q‘_h? W2t d s gt d A4t E - 33 EEIE P RRS H 2IRnE
‘Z,EI" —f‘: PE'\%%U °
3.17 &k ¥ % Yv(Common Vulnerability Scoring System, CVSS)

th- BORFEE L S RS P A O E s TR RS T
PP AR AR KD B ORI B PR NS o f 04 10 450 B4
ARb'wom 0P A 453 h%&Q2)-

3.18 g ﬁifj # #(Wireless Transmission Technology)

I RS AR RFEA S PRERR S BRI IR R BET
Lo £ 4% ﬁﬂﬁ,&a@ﬁ%wﬂr%? s WLAN ~ NFC ~ 76 3R ~ TR~ o9&

ERRLLE
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3.19 & 5 ¥ 32 5 (Wireless Local Area Network, WLAN)

PEERATH  THES LGRS BE TR DL A ERRIA AP R EFR
R RERApE o
3.20 & @5t # % (Iconless Software)

AR PO R FRA R RS 0 R FRZBER T E 0 2K
B g pad il A o
3.21 p i i (Embedded Software)
AP RAR TN RMEE LA i 0 ¢ 7 kP 2 Blor & R Rl B0 o
3.22 ¥ % 3viR# % (Operating System Protection Area)
R FEEHNEF RSP AP EAERNT I G F 0 f F AR

F I R R Rt o

3.23 @ ﬁ.’ R % 2 &% 2 (Transport Layer Security, TLS)

- AE T GRERRENEEL D2 TR AR 1999 £ 2§ - K
TLS %4 % - RFC 5246(1) > &I F ~ & F 20 ~ wpFidn ~ VoIP ~ R ft @ 2 % i+
Y RS AEERI L.
3.24 5 # (Certificate)

#‘Ii\‘qﬁ gi:%?;ﬁ?#i > ﬁ-pluﬁ% B s ?’hﬁ.\ Gy ’1/4 % P (12)

3.25 kx4 £ (Initialization Vector, IV)

T TR e BB AR TS BEZ 0 TR T 2 e R R 2 2
TRl REA
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3.26 & 4&k(Key)

dhe 0 B FY > R A fER P LI bt RNPE

kits

L@

\\\?{Ir

Heo

3.27 & 4§ 72 (Key Management)

ip ﬁ pE 2FCR R FIET # % 22 BT A2 ~ 1P~ B (Certification) ﬁ’*“ér‘
;X P (Deregistration) ~ 4 fie ~ & % ~ B3 o §f 4% (Archive) ~ B it (Revocation) ~ 4 47
(Derivation) % 3% (Destruction)(12) o
3.28 ¥ % 4 (Confidentiality)

IEARELABES AP B A F LB -

3.29 % &4 (Integrity)

BEE § A G A RO e (1) -

3.30 ¥ % % ¥ (Time Variant Parameter)

A B AL EE HATR Y Z TR o Blde SR E s BLS R (3)

3.31 “{ % #(Random Number)

ip &2 7R P H &2 pF % % #(Time Variant Parameter)(13) o

3.32 % > & % (Security Level)

BFEA S RA FRAZFEI P SHEASNETPT 2A R ERRET PR
B2 A B
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3.33 i T4 7 & B (Trusted Execution Environment, TEE)
i E- BE 2T L 00S) BEAM  FWETE LA "RELTE
73 17 kB (TEE)  TEE I v ik * g R i 8 X B " 250 S B ik
5 55(15) -
3.34 % F)+ % # (Multi-Factor Authentication)
R H e AT SR RER RN A o R AR IR
Freng 2o
3.35 3 & # (Strong Authentication)

I d F A E AR > R RR Y FEE >R o - R i w0 &
%] o BevE PR B B dF R NS o blde L A B8 2 48 Token ~ o B £ 4% % (PKID) ~
UAF ~ U2F ~ FIDO2 ¥ WebAuthn % 23 #%41] -
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4.1 % > % Bfxit

FrERBRL Aok 1T F-oWEE 2 s (D) BT AESESF 2R
FoQuE T AT 2R R Q)IFE i AET2E R DA MET R R o
FrRALE RREX 2RI RVTHBLI2ER F2HFEF 2R BEL 2
BRAF 2 HERES > FTLEXETERE . AT 2880 A FMEE s Fk

BT E 61D 6.4 2 FHATREPNF o

S

%1 % >F5E

T rER
1 &% 2 & 3%

% 26 Z 2R AL

511 4250 FALie * 4@ 5.1.1.1 - -

= B Y =~ 7 > 5.1.2.2
512 425 TR &3 L 5.1.2.1 5173 -

513 FALd 4 w3k 5.13.1 - -

ST P 5142
B K% > 24 B o R 5.14.1

+ e 5.1.5.1
£ R 51545 = = %k AN : -

o 5.1.6.1 5.1.6.3
e X3 /5 i _
5.1.6 2354t {74 48 5.1.6.2 5.1.6.4

5.1.7.2
5.1.7.3 5176
5.1.7.4

5.1.7.5
5.2.1 f» it * g 5.2.1.1 - -

507 f 1 7% 2 5.1.7.1

14



QA o ﬁi;ﬁ.g %*?Efﬁw . TAICS TS-0029 v1.0:2020

" _ . A % rE%
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5.2 LA F S g 5222
L2, 7 B —/_ﬁ'.‘.? 22, -
gy [P PERNEL 5:2.2.1 5223
g R
523 AR - 5.2.3.1 -
53.1 ¢ sl (E3R 53.1.1 _ )
53.1.2
o % EL A ek 53.2.1 5324
53k q |532 = oo 5323
S 5333
& & 533 A FEE > 5332 53.3.4
7 53.3.1 T35S
53.4
eSIM 8§ %35 53.4.1 5.3.4.2
SA41F WA 2 5.4.1.1 - ;
54.2.1
SAFAR 542 b imd ) _ 5422
& rE R 5423
54.3.1
543 7B 2w R E R _ 5432
54323
4.1.1$£‘f#\i
(@ B* 23 A (APPs)% 2 & £ 1 ¢ FFRBEES @Y SAAMET 2 L BRER Y ¥
BAFHLE kap 2 HRBALEREZ LR L F & AL R kG
MNERREEIRR S RFRBIPML D TR AN S A SR

GEE R e

(b) i 4% 2 (Protocol)% > & f @ & 2 ﬁ‘ﬁﬂ@ﬁ;}ijﬁi W2 2% > T
FEURR T FHTR 2 B B R L RnT

(c) ¥ % & stk (Operating System)¥ > & & @ ¢ 7 (¥ ¥ k SAp B JRIZE £ & 72385 4
B 2 FRFEG R S L AT R B R R R Y F iR

TS AT 0
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FZWE 0 R FE X IR RPERERSE S FREER Y E3N o FakinT
@7 AT o

16



N =% i

412 % 2 & K& 7

X 2R TR RBLE 2R REE P A - 2R RS - B LXK
ER R
413 % 2% 5%

2R TN R BRSSP R I RRES T B HET
ARG I 25 35z BEs e HHR2 A THARE &% 2R RO % 2

FHAEE A LR REARE oA 2 X 2 RALE RERP

22 FrEm BRI ERP

T2¥5 adis
AAEAISBASEP RELRME R SHPZRBT D
F1m WERE T SN BB R R S s e

NEFAEEUE R R X ﬂ B >TIER T x‘}' 7=
FREEF 1 52 975 % 2 & fob o S TR 2 %
525 rERF AP EHFWFTBETRE AN EHERE L E

BT SFA S

R

BN RS AR RS AR Rk 2o

%ﬁ%@%1&&%2&1%$$£$ﬁﬂ’iﬁﬁi%¥&

M E 2 2R A2 2B R RPIEERFRE R S
LR RIS AIE G R R S TS S Rk

¥ 3%

17



- PN 5 3
O crmumnmans S——

5. 08 R4

AEEF PP AR PBRET RS AR TR RS k2

PHE 2P R BHEPDRE T FEAFREPEAG Y T X 2R Ko

APEETIESS 1

SLLIP 2 HMWT G PRELFTHD - RFFRY R T -
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5.2.1 $5 % 18 * 324
5211 &4 % MRIF KM F TS i o
5.2.2 ¥ 2 W 5 3k
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5.3.1 x $uik it

B3LL A48 sz LATRABY TREP AL 4, ¢ ez TFRGEPIREL
IP/DN/2 @ 4% &L, 407 o
5312 54 5 Mt T PR X ELATIEE AP RA B LT R > B2 0w LATR

5.3.2 % S8 A

5321 & 48 kM A B ¥ R R e T ks -

5322 48 K A kit ¥ —‘*fﬁia?l > BAE SRR F/E%ﬁia?l »E o
5323 £ k2 ¥ X H TR T 2 P 2 N REE Lo
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5335 F{f L Ml & HRES T BP0 § T FEHTAAE S PR LTIEER > B

Xz T o

5.3.4 eSIM Tl’iiq.] i

53.4.1 %48 5 L eSIM BB idoh 4 S (Tl 2 H3L 0 g * TLSVI2(F )R At =
oA FE R R & 22 A R R 2L 74 T B eSIM K A
5342 4% ki s eSIM K TR B B R i > UL A T g 3 VB F eSIM %
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FERLFR R TAR L FERPHEL

EOAL BEREE LT L R R A

i
prpap | 24 S S E P

® NIST SP800-163
P AR F AN L FRE NI R
TR AN EE TR B BTN e
Moy % A%t eb i@ oz pF o (Data network, Wi-Fi,
FHp 2 @ﬁ;.] 5221 Bluetooth, NFC, etc.) R|¥ it dpik ¥ B A se#2 =2 §

® OWASP Mobile Top 10 Risk (2016)

> M3:E* AT * SSL/TLS @iy
Be f U 2 B AR dihy B TS sg APL SWeb PRI
Mgz e iRk

® OWASP Mobile Top 10 Risk (2016)
> M2 d i NSUserDefaults =ik 5 a7 F2l 0 &
4o @42 * NSManagedObject #75 F# #5515 A 4
AT Y R

> ML mF A s A3t B YRR - BERED
de SV E 0 4o CommonCrypto o e ¥t B FRAT R e
g o FRE™ RIFTA R 6 e NELEEE L
PR o R EER Ry SR LY e
2 , 1.2,
» M2:Android ¥ * “setStorageEncryption” 12 35 41 4v % & 3
e EiiE i oM SD TR FEEX 2SN T G
i javax.crypto ¥ fnudn VR F IR o
® NIST SP 800-164
> X EEAREE R ORERE ARE L TR R
fex M TF R P TR A ABREARY 2N
R PR e P OpE o gtal 3 B o
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® CVE-2019-15395

>

The Asus ZenFone 3s Max Android device with a build
fingerprint of
asus/IN_X00G/ASUS_X00G_1:7.0/NRD9OM/IN_X00G
14.02.1807.33-20180706:user/release-keys contains a
pre-installed app with a package name of
com.asus.loguploaderproxy app
(versionCode=1570000015,
versionName=7.0.0.3_161222) that allows other pre-
installed apps to perform command execution via an
accessible app component. This capability can be
accessed by any pre-installed app on the device which
can obtain signatureOrSystem permissions that are
required by other other pre-installed apps that exported
their capabilities to other pre-installed app.

® NIST SP 800-163
R >R e RERY H RS B AR g iy
FERTER 5162 _.lF\;}”-Q’-iJ;’lfIE—‘fr'.l*’ﬁ‘i@*&-ﬁ%“%ﬁj TR
s R | 5163 ol % g .
T 5.1.6.4 0 prEes
>oOELERY ARES R DT R EBEESRT  RE
AN AAER Y FRLAHRT LA 7 AN
FhR o
> PUFEL L R ARNRTE R G B R TR
s&fi i J"#’“%&%‘ﬂg h - 3R *Jﬁ%ﬁ;év PR ¥
7 5 *ﬂ;ﬁ&%g e ™
File input/output (I/0O) and removable storage
Privileged commands
APIs
® ENISA Smartphone Secure Development Guidelines 2016
» 12. Protect the application from client side injections
Restrict what apps can cause an application component
(e.g., Android Activity) to start or are able to interact
with it (e.g., Android Service and Content Provider).
This can be accomplished using strict permissions.
® TAICS_TS0015-1 v1.0-F 47 4 T % HBFRIFRP-
5= 3 e N T ST W
* fi} i 5174 ¥ - 38 _ & R
i > 5211 pliRiv¥ & F F % A CVSSVE 24 L 90 A
ME2Z FAFXERBEILERE
% 'F’«}“"%”L‘ﬁ » 5175 |® Department of Homeland Security (DHS), Study on
s p 2k 1.7,

24
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Mobile Device Security : 2017

»  Sensitive Information Written to System Log.
Applications for Android and iOS have been found that
write sensitive information into plaintext log files that
may be read by attackers. The instances that prompted
inclusion in the Common Vulnerabilities and Exposures
(CVE) database (CVE-2012-2630 and CVE-2014-0647)
revealed Twitter credentials and Starbucks usernames,
passwords, and e-mail account information. This threat
has largely been mitigated in recent versions of Android
and 10S that have stricter access controls to the system
log.

54.1.1

® Department of Homeland Security (DHS), Study on
Mobile Device Security : 2017

»  Physical-based attack vectors against mobile devices
exist. Mobile devices use USB (or a similar
communication channel such as Apple’s Lightning)
primarily for power charging, but the same interface
enables data communication to and from a mobile
device. If a mobile device is plugged in to a
compromised or malicious PC or charging station the PC
or charging station could potentially abuse the
communication channel to attempt to exploit
vulnerabilities on the mobile device or to steal sensitive
data. Billy Lau et al. of Georgia Tech demonstrated a
proof-ofconcept of this kind of attack against i0OS
devices in 2013125 and in March 2016 Palo Alto
Networks reported on a family of malware they named
“AceDeceiver” that attacks 10S devices from
compromised Windows PCs.

R

5.1.3.1

® ENISA Smartphone Secure Development Guidelines 2016

» 1. Identify and protect sensitive data on the mobile
device

Exclude sensitive application files from device backups
and cloud synchronization services. If this option is not
available in the in use platform (e.g., Android), exclude
the whole application from device backups.

® OWASP Mobile Top 10 Risk (2016)
» O OM6 I IERFIRT o (TEEE Bt AN R g
SR TR TR 2R MR
LARRISBAR > QI RGBT E o
® Department of Homeland Security (DHS), Study on Mobile
Device Security : 2017
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» 1VV.5.2 Defenses

The most important action to defend against physical threats
is to ensure that mobile devices always have a screen lock
PIN or password. If there is not a screen lock, it is easy for
an attacker to access the data or functionality of a lost or
stolen mobile device. Enrolling devices into an EMM
system provides an enterprise the ability to enforce use of a
screen lock.

NFC

5.2.1.1

® CVE-2019-2114

> In the default privileges of NFC, there is a possible local
bypass of user interaction requirements on package
installation due to a default permission. This could lead to
local escalation of privilege by installing an application with
no additional execution privileges needed. User interaction
is needed for exploitation.Product: AndroidVersions:
Android-8.0 Android-8.1 Android-9Android ID: A-
123700348

eSIM

534.1
5342

® GSMA SGP.25 Embedded UICC for Consumer Devices
Protection Profile Version 1.0 05-June-2018

» 1.3.2 High-level view of threats
eUICC cloning
An off-card Actor may also try to use a legitimate
Profile on an unauthorized eUICC, or on a simulator.
The Protection Profile prevents cloning by
guaranteeing the identity of the eUICC to an off-card
Actor before a Profile can be downloaded, or during
the usage of the eUICC. The objects used to prove the
eUICC identity are controlled by the ECASD security
domain.

» 1.3.2 High-level view of threats
Unauthorized access to the mobile network
An Actor may try to leverage upon flaws of the
network authentication algorithms to gain access to
network authentication keys, in order to later
authenticate in place of a legitimate Profile.

» LPAd impersonation
Within the eUICC, the interfaces to connect to an
LPAd are always present, even if the off-eUICC LPAd
itself is not present. The attacker can exploit those
interfaces to impersonate the LPAd (Man-in-the-
middle, masquerade).

AR50 T g

5.1.4.1

® ENISA Smartphone Secure Development Guidelines 2016

> Mobile devices are often shared temporarily, lost or
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stolen. Mobile applications can be undermined by an
insecure authentication or authorization control.
Unauthorized individuals may obtain access to sensitive
data or sensitive systems by circumventing
authentication (logins) or by reusing valid tokens or
cookies.

LA BT

5.1.1.1

ENISA Smartphone Secure Development Guidelines 2016

» 3. Handle authentication and authorization factors
securely on the device
User account credentials, if stolen, not only provide
unauthorized access to the mobile backend service but
potentially to other services and accounts owned by the
user. Mobile applications need to designed to protect
user credentials to protect the users as well as the
application’s backend infrastructure.

AR ,]v_}‘?f};ipa >
A

5.1.2.3

ENISA Smartphone Secure Development Guidelines 2016

» 5. Secure the backend services and the platform
server and APIs
Carry out a specific check of your code for sensitive data
unintentionally transferred between the mobile device
and web-server back-ends and other external interfaces -
(e.g., is location or other information transferred within
file metadata).

5.1.5.1

ENISA Smartphone Secure Development Guidelines 2016

» 8. Protect paid resources
Smartphone applications give programmatic access to
paid resources on mobile phones such as phone calls,
SMS, phone calls and SMS to premium numbers,
roaming data, NFC payments, and third party payment
systems. Applications that integrate those services must
take particular care to prevent abuse.

» 4. Ensure sensitive data is protected in transit
Design the user interface in a way that warns the user if
the peer certificate does not match the expected
certificate and provide the ability to abort any further
interaction.

7R AR

5.1.5.2

Department of Homeland Security (DHS), Study on
Mobile Device Security : 2017

> 1V.2.1 Mobile Operating System
The application package management capabilities of
mobile operating systems provide control over what
applications can be installed on mobile devices. The
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mobile operating system ensures that applications and
their updates are only installed from authorized sources
(unless the device is configured otherwise).

LR

5.14.2
5.1.5.1
5.1.6.1

® ENISA Smartphone Secure Development Guidelines 2016

>

8. Protect paid resources

Authentication should not be used as a replacement of

authorization security controls. Authorization verifies the

permissions of a user and presupposes strong

authentication.

SMS and MMS should not be used to send sensitive data

(e.g., two-factor authentication tokens) to or from mobile

end-points as SMS and MMS can be intercepted.

Check for anomalous usage patterns in paid-for

resources usage and trigger re-authentication (e.g., when

significant change in location, user-language changes,

significant higher paid-for service usage).

Follow the OS/device vendor guidelines for

implementing In-App payment:

® Implement validation of payment receipts on the
backend server not on the device.

® Pay specific attention when integrating payment
acceptance from a third party wallet (wallet not
integrated into the mobile OS).

Bt AT B R
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5.1.6.4

® ENISA Smartphone Secure Development Guidelines 2016

>

2. Implement user authentication, authorization and
session management correctly

Clear any maintained sensitive data and attempt to also
terminate any server side session after application state
change (e.g., termination, backgrounding). Consider a
user request for application termination as a request to
logout.

),A%% ﬁii\::‘; E A
g w R

5.1.7.1

® ENISA Smartphone Secure Development Guidelines 2016

>

9. Secure software distribution
Provide feedback channels for users to report security
problems with apps such as a security@ email address.

PERPNIEE < 'S

5.1.7.2
5.1.7.3

® ENISA Smartphone Secure Development Guidelines 2016

>

12. Protect the application from client side injections
Mobile apps present increased opportunities for client
side injections, since they constantly interact with
sensors, other installed apps and third party services.
Existing mobile application flaws can be exploited in a
similar way to vulnerabilities in traditional software
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applications. Attackers may force the application to use
specially crafted data that will modify the application
logic flow and lead to access control bypass or
information disclosure attacks.
® The Mobile Security Testing Guide (MSTG)

» SQL Injection
SQL injection attack involves integrating SQL
commands into input data, mimicking the syntax of a
predefined SQL command. A successful SQL injection
attack allows the attacker to read or write to the database
and possibly execute administrative commands,
depending on the permissions granted by the server.

» XML Injection
In a XML injection attack, the attacker injects XML
metacharacters to structurally alter XML content. This
can be used to either compromise the logic of an XML-
based application or service, as well as possibly allow an
attacker to exploit the operation of the XML parser
processing the content.

B

5222

® ENISA Smartphone Secure Development Guidelines 2016

» 2. Implement user authentication, authorization and
session management correctly
Ensure that the session management is handled securely7
after the initial authentication, using appropriate secure
protocols.

I A

5223

® ENISA Smartphone Secure Development Guidelines 2016

» 4. Ensure sensitive data is protected in transit
Use strong and standardized encryption algorithms (e.g.,
AES) and appropriate key lengths (check
recommendations for the algorithm you use e.g. for the
TLS configuration). Remove support for weak ciphers.

B4 0ol s

N

5231

® The Mobile Security Testing Guide (MSTG)
» Dynamic Analysis

Memory corruption bugs are best discovered via input
fuzzing: an automated black-box software testing
technique in which malformed data is continually sent to
an app to survey for potential vulnerability conditions.
During this process, the application is monitored for
malfunctions and crashes. Should a crash occur, the hope
(at least for security testers) is that the conditions
creating the crash reveal an exploitable security flaw.

B A B

53.1.1
53.1.2

® NIST SP 800-124 r1
» 4.3 Implementation
Security of the Implementation. The mobile device
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implementation itself may contain vulnerabilities and
weaknesses that attackers could exploit. Organizations
with high security needs may choose to perform
extensive vulnerability assessments against the mobile
device solution components. At a minimum, all
components should be updated with the latest available
patches and configured following sound security
practices. The organization should also take basic
measures to prevent the user from circumventing the
device’s security features. Also, jailbroken or rooted
mobile devices should be automatically detected to
prohibit their use, for cases in which detection is
feasible.

® Department of Homeland Security (DHS), Study on
Mobile Device Security : 2017

>

IV.2.1 Mobile Operating System

Exploitation of mobile operating system vulnerabilities
can provide an attacker the ability to bypass the
important security protections provided by the operating
system, including the application isolation and package
management capabilities, resulting in impacts including
attacker access to sensitive enterprise data. Just as with
any software, vulnerabilities are constantly discovered in
mobile operating systems. Typically, on notification of a
vulnerability, mobile operating system vendors fix the
issue and the fix (often referred to as a patch) is also
included in a software update.

i B

5332

® ENISA Smartphone Secure Development Guidelines 2016

>

1. Identify and protect sensitive data on the mobile
device

There is currently no standard secure deletion procedure
for flash memory (unless wiping the entire
medium/card). Therefore, data encryption and secure key
management are especially important.

® The Mobile Security Testing Guide (MSTG)

>

Memory Corruption Bugs

Memory corruption bugs are a popular mainstay with
hackers. This class of bug results from a programming
error that causes the program to access an unintended
memory location. Under the right conditions, attackers
can capitalize on this behavior to hijack the execution
flow of the vulnerable program and execute arbitrary
code.

DEE SR

5333

® NIST FIPS PUB 140-2

>

4.2 Cryptographic Module Ports and Interfaces
the physical port(s) used for the input and output of
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plaintext cryptographic key components, authentication
data, and CSPs shall be physically separated from all
other ports of the cryptographic module.

the logical interfaces used for the input and output of
plaintext cryptographic key components, authentication
data, and CSPs shall be logically separated from all other
interfaces using a trusted path.

plaintext cryptographic key components, authentication
data, and other CSPs shall be directly entered into the
cryptographic module (e.g., via a trusted path or directly
attached cable). (See Section 4.7.4).

b el S oh s
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® NIST FIPS PUB 140-2
>  Self-Tests

Power-up tests: cryptographic algorithm tests,
software/firmware integrity tests, critical functions tests.
Conditional tests.

31




N =% i

"4 B
(%)
B RRAHETRE R

AR 2017 £ NCC 2220 THER S L p SR T UL 2 RPIHIRE ) 5
A# > 340 E RFEYLPFT LA PEAFE ARG KR A 25K ~ i
AT TR RSN S NP EE K 0 bl4o 2018 # DEFCON § 3% »
REXBEHRFF DI PP ZHEHBF > D34 THEA P LAp 2T 2 %P
B | @2 PRI PRFAD o S PP HREAFRLN L 2T A RER

s

Fooh R RRAATE TR ESATL 0 ok BT o

ZBlRh'%RRAPETE T AT 4

S Pw =P pE bk o s FEHK % 2o
FORS TR Tkl R By FETIEE LAEET | R A2
RN NS
ERN ] DEFCON 2018: Vulnerable Out of the Box - An Evaluation of Android Carrier
Devices'
i A FI* < soiliv | < iR i3 T At
R Py E
C R Rk A Pattern for Remote Code Execution using Arbitrary File Writes and MultiDex
Applications?
BomoF R | TR kR
Tl fe BMARGFDE LRpE | B 20
B~ k| FRPE
Pk ¥ Kk

1 https://www.kryptowire.com/android-firmware-defcon-2018/

2 https://www.nowsecure.com/blog/2015/06/15/a-pattern-for-remote-code-execution-using-arbitrary-file-writes-

and-multidex-applications/
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Modem Log and Logcat Log Vulnerability allows any app to access text
messages and call data and logcat logs — Can be activated by any app on the
device — Transparent to the user (no notifications, toast messages, etc.) Writes

to a base directory of /sdcard/sd_logs®
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3 https://www.slideshare.net/cisoplatform7/vulnerable-out-of-the-box-an-evaluation-of-android-carrier-devices

4 https://www.kryptowire.com/android-firmware-defcon-2018/

5 https://zeroday.hitcon.org/vulnerability/ZD-2016-00074

6 https://cwe.mitre.org/data/definitions/327.html
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7 https://www.enisa.europa.eu/publications/smartphone-secure-development-guidelines-2016

8 https://devco.re/blog/2014/08/15/ssl-mishandling-on-mobile-app-development/

9 https://www.ithome.com.tw/news/133995

10 https://www.gsma.com/newsroom/resources/sgp-25-embedded-uicc-for-consumer-devices-protection-profile/

1 https:/news.ltn.com.tw/news/world/breakingnews/2572997
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