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B R @454 B € (National Communications Commission, NCC) & #& %" ¥ —‘F'f & *
FEAS PR E 2w 2017 #3070 22 THENL P IRPSHHUTIL 20
RIBHERE 0 ¢ EARTAL 2F §HEREW G L2017 £ 4 0 RS
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Bl o 2@ L P AT B o bldo : eSIM JRAE » 574 1513 eSIM K T2 & S dsfE
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[1] Rpia@4pd i ¢ AEUL P SR F L 2RpIFARE 12017

[2] European Union Agency for Network and Information Security (ENISA), Smartphone
Secure Development Guidelines: 2017

[3] OWASP, Mobile Security Testing Guide (MSTG): 2018

[4] GSMA, SGP25-Embedded UICC for Consumer Devices Protection Profile Version 1.0 05-

June-2018

[5] Annex A: Approved Security Functions for FIPS PUB 140-2, Security Requirements for
Cryptographic Modules, 2019
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3.1 %4 % ¢ (Cipher suite)

4p & * 3> % 2 1€ 3f (Secure sockets layer/ transport layer security, SSL/TLS) } * 12 $43
R EZ - X WA 2R P BkE e~ A #9545 (Message
authentication code, MAC)fr & 4% 2 4% & /2 -

3.2 34 (Portscan)
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£ fr % p] (Common criteria, CC)

BRSFLE > A KRG 2 %2 B (ISOMEC 15408) » i 8 % k2 725 i %
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2 &1 (Security target, ST)
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3.5 % »# 5t (TOE security functions, TSF)
I FEE2AEY WP RE 2EHEOT) & £4 2550 F & (Security functional
requirement > SFR)z_4p & 74 3¢ (1) ©
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3.7 =iz e (Target of evaluation, TOE)
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3.8 i%#% (Protection profile, PP)
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3.11 p 3% %3 (Self- protection)
R 2P T BB P E e R BEARE M AR R K e LR 0 G
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3.13 F#3] % (Data type)
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3.14 ¥ 34%;% (Resident program)
T FNRHTEREBRRERRE? 242552 -
3.15 % 23€ ¢ (Security tunnel)

L e BT 30 EH BE 2 8 B (End-to-End)F » AT FALE R LR R B et 2 2 4
bt poa o L2 F T e 5 % 242 K (Secure sockets layer, SSL) %2 #:i% K % >
14 (Transport layer security, TLS) °

3.16 5 * #23 B B (Application destroy)

il AR5 iRl T TG FIRTREO) -
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% % % F 45 (Mobile country code, MCC) ; # 4 &_{7 # % % % §% 5 (Mobile network code,
MNC) » ¥ 23 fdi(# 28 )& 2 cli(Rr lBEN); R & 7 H B e
#5#5 (Mobile subscription identification number, MSIN) > 3% #cied Fi&F p (74 f2 > Ft
IMSI #.d MCC ~ MNC 2 MSIN = & X £ ik =t@ d&m = o
3.18 H*% 7% K & # %4 (International mobile equipment identity » IMEI)
TR R BYE - P HEFREEE AT EEL Y AE - B
£73 15 =#F > % 6 > (Type approval code, TAC)E_ A 5L+ /8 505 - £ £ 8477] 5 &
¥ 2 i=(Final assembly code, FAC) & & 15 e sl » & A ; £ 6 1= (Serial number, SNR)
ARE NAAZMERE BiS ] (SP)ERRG - 5 0 MEAHR A BYBE
FNWEL G ks S L ALl o
3.19 w2 Repiid s 2 4k (Internet protocol address, IP Address)
tari— AR L R iz GH G P 2y
3.20 3 £4 (Domain name, DN)
I SRR R R AP O REE R T F e R R A BT R (T TP
hb)z. 2 F A EF s o
321 & %ﬁ%ﬁ (Certification authority, CA)
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3.22 #59iBl32 (Fuzz testing)
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T fe AR o BORBIER W Y M RRBIEHAE R X 2ARF o
3.23 SQL *£ 75 7= # (SQL injection attack)
I TR R F R 2 PR R 4 0 R BT A R T L
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324 * < it ¥ 7 ikF (Local file inclusion, LFI)
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3.25 JavaScript ;i » =% (JavaScript injection attack)
- fRESTE S BB REFT T ORF L BRI S RSBIIRY 2

oo s i\‘. B FERET Y %pﬂr SE o E—Fﬁfll o
3.26 #3738 it F ¢ 5= ¥ (Format string attack)
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3.27 :}ﬂ 1 » 32 # (Command injection attack)
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Common Criteria for Information Technology Security Evaluation Partl: Introduction
and general model, 2017.

CNS9359-7 FHFr—3 0 — % 738 1 T Fodz:4 K 3+,CNS 2011.

#I2 Activity 2 &3
https://developer.android.com/guide/components/activities?hl=zh-tw#Lifecycle
Department of Homeland Security (DHS), Study on Mobile Device Security : 2017
OWASP SQL Injection 3#.F? https://owasp.org/www-community/attacks/SQL_Injection

OWASP Format String Attack #.P? https://owasp.org/www-

community/attacks/Format_string_attack

OWASP Command Injection 3! https://owasp.org/www-

community/attacks/Command_Injection

o AT A £ ¢ TAICS TS-0015-1v1.0-8 B 52 % S F € 528 RI R 45- 5
- 3% - & R 12018

OWASP, Mobile Security Project - Top Ten Mobile Risks : 2016
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